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  Tools and Weapons, (Brad Smith, 2019) 
 

 How can we use data while protecting people’s right 
to privacy? While the technology is relatively new, the ques-
tions are not. People have been wrestling with this problem for 
centuries. Civilization has always run on data. Progress accel-
erated as people developed the ability to write. The spark that 
created the flame of knowledge was the ability to store, re-
trieve, and share what people had written. Today, every aspect 
of human life is fueled by data. When it comes to modern civi-
lization, data is more like the air we breathe than the oil we 
burn. Unlike oil, data has become a renewable resource that 
we can create ourselves. We call the digital infrastructure that 
supports this “the cloud.”  
 The Grand Coulee Dam, the largest power station in 
the US, powers the world’s biggest consumer of electricity, 
Microsoft’s modern data center. Server computers and hard 
disks are replaced there with faster, more efficient models 
every 3 years.  
 How do we strike the right balance between public 
safety, individual convenience, and personal privacy? How do 
we protect ourselves from cyberattacks? The world has turned 
information technology into both a powerful tool and a formi-
dable weapon.  
 Two decades ago, the Department of Justice (DOJ) 
and 20 states brought an antitrust lawsuit and sought to break 
Microsoft into pieces. I was appointed Microsoft’s general 
counsel in 2002 and President of Microsoft in 2016. When 
your technology changes the world, you bear a responsibility 
to help address the world you have helped create. This needs a 
mixture of self-regulation and government action.  
 In the early 1760s, the British used so-call general 
warrants to go from house to house looking for customs viola-
tions without specific evidence. It was the issue that set the US 
on a course toward independence. The 4th Amendment to the 
Constitution guaranteed that Americans would be secure in the 
“person, houses, papers, and effects” from “unreasonable 
searches and seizures” by the government. Ever since, the 
authorities have been required to go to an independent judge 
and show “probable cause” to obtain a warrant to search a 
home or office. In the days after 9/11/2001, the NSA pursued 
voluntary partnerships with the private sector to collect user 
data outside the legal subpoena and warrant process. Data 
sought by them didn’t belong to technology companies. It be-
longed to customers and included some of their most private 
information.  
 Governments serve constituents who live in a defined 
geography, but tech has gone global and we have customers 
everywhere. The cloud has turned tech companies into institu-
tions that resemble banks. In the 1930s banks had become too 

important to the economy to be left unregulated. But unlike 
the banks of the 1930s, tech companies today operate globally. 
 In 2013 we wanted to tell the public that we only 
turned over customer information in response to search war-
rants, subpoenas, and national security order. But the DOJ told 
us the information was classified and we could not. So, we 
sued the US government. We and the industry announced that 
we would implement strong encryption for all the data that 
moved between our data centers on fiber-optic cables, as well 
as data stored on servers in our data centers themselves—and 
we did so. Edward Snowden had changed the world with his 
release of stolen documents to the Guardian.  
 The public depends on law enforcement to keep it 
safe. But you can’t catch criminals or terrorists if you can’t 
find them. This requires effective access to information. In the 
21st century, that information often resides in the data centers 
of the world’s largest tech companies. Microsoft was perched 
atop a razor’s edge. 
 Satya, our CEO, had an intuitive feel for how gov-
ernments worked. I was struck by the similarity to Bill Gates, 
who had grown up as the son of one of Seattle’s most promi-
nent and respected lawyers. Bill and Satya were both quintes-
sential engineers, but Bill could think like a lawyer and Satya 
could think like someone in government. Satya said, “We need 
a set of principles to guide this work.”  
 We had applied a similar approach to hard issues 
over the preceding decade to address our antitrust issues. 
When I unveiled those principles at the National Press Club in 
2006, a member of the FTC came up to me afterward and said, 
“If you had come out with these a decade ago, I don’t’ think 
the government would have sued you.” As good stewards, we 
needed to use data in ways that served its owners. We assem-
bled a team that developed principles we would call our 
“cloud commitments”: privacy, security, compliance, and 
transparency.  In 2013, we stated publicly that we would noti-
fy our business and government customers if we received legal 
orders for their data. I’ve learned that good litigation results 
are not that hard to achieve. You just have to fight the cases 
you deserve to win and settle the cases you deserve to lose. I’d 
rather be a loser than a liar. The DOJ released a new policy 
that set clear limits on when prosecutors could seek gag or-
ders. The lawsuit had done what was needed, bringing every-
one to the table to talk about the future.  
 The German experiences under the Nazis and Stasi 
had made them wary of electronic surveillance. And the 
Snowden revelations fed those suspicions. “If data is collect-
ed, it can always be abused.” Governments can change over 
time. Privacy was not just a regulation we had to abide by, but 



2 

 

a fundamental human right we had an obligation to protect. 
When cloud computing went global, it also meant adapting to 
other countries’ cultures while maintaining our commitments 
to core values by respecting and protecting people’s privacy 
rights.  
 Geographic proximity is key to reducing data latency, 
or transmission lag. Tax incentives and an English-speaking 
workforce first drew companies to the Emerald Isle. The coun-
try then used its membership in the EU and its welcoming 
spirit to attract people from across Europe and around the 
world to live and work there. Our data center in Ireland 
matches our biggest facilities in the US, filling 2 square miles. 
Together with Amazon, Google, and Facebook, it has helped 
turn Ireland from a small island into a data superpower. At a 
time when data centers are collectively the world’s largest 
consumers of electricity, Ireland’s mild climate proves the 
ideal temperature for computers. But more important than the 
weather is its political climate. The nation is both part of the 
European Union and the beneficiary of a durable local consen-
sus that respects and protects people’s rights. Ireland is to data 
what Switzerland is to money.  
 The pressure to put data centers in more countries 
gives rise to what is becoming one of the world’s most im-
portant human rights issues. Every decision to put a Microsoft 
data center in a new country requires a detailed human rights 
assessment. There are countries where we have not and will 
not place data centers because the human rights risks are too 
high. And even in other nations where risks are lower, we 
store business but not consumer data.  
 Disrespect for national borders led to the War of 
1812 between the UK and the US. It would take that war be-
fore agreeing to respect each other’s sovereignty. As cloud 
computing became more ubiquitous and data more accessible, 
the temptation for governments to act unilaterally to seek data 
in other countries proved irresistible. In 2014 a CIO for one of 
Germany’s largest states declared to me, “There is absolutely 
no way that my state will every put any of our data in an 
American company’s data center unless you get this reversed,” 
referring to a battle over an Irish warrant case. For the 4th time 
Microsoft argued a case before the Supreme Court. With 
Obama’s help, the CLOUD Act created new authority for 
modern international agreement to enable law enforcement 
agencies to access data in another country with faster and 
more modern procedures, but with rules to protect privacy and 
other rights. In March 2018, Trump sighed an omnibus budget 
bill that included it. The CLOUD Act was now law, and the 
Supreme Court case was settled.   
 On May 12, 2017 a hack paralyzed a third of Eng-
land’s National Health Service, which provides most of their 
health care. Apparently, the US had developed a sophisticated 

cyberweapon, lost control of it, and North Korea had used it to 
launch an attack against the entire world—labeled 
“WannaCry.” The fact that cyberweapons could be stored—or 
stolen—on a thumb drive made their safeguarding more diffi-
cult and important. Younger generations are digital natives, 
but older generations don’t always see the impact of a cyberat-
tack the same way. This an issue where tech companies need 
to lead--the best way to get governments to follow. The US 
was joined by Australia, Canada, Japan, New Zealand, and the 
UK to hold North Korea--another nation--publicly accountable 
for a cyberattack. 
 Almost every technology that has connected people 
who live apart has also created new barriers between people 
who live together.  The car frayed the tightly knit fabric of 
small towns. Beginning in the 1960s, landline telephones had 
a similar effect on families. Forty years later, smartphones 
would bring kids into closer physical proximity with their par-
ents, but their minds were clearly elsewhere.   
 The tech community recognized the need for 3 dis-
tinct strategies: strengthen defenses; operational security (de-
tect new threats); and stronger international rules and coordi-
nated diplomatic action to restrain cyberthreats. The Interna-
tional Committee of the Red Cross (ICRC) had brought the 
world’s governments together in 1949 to better protect civil-
ians in time of war. We thought maybe it’s time for a Digital 
Geneva Convention to enable governments to protect civilians 
on the internet in times of peace. There was no longer a Cold 
War, but a Hot Peace. If a weapon brings decisive advantages 
on the battlefield, then a ban was unlikely to work, no matter 
how terrible it may seem. The history of arms control shows 
that governments will sometimes seek to evade international 
agreements, so there needs to be effective ways to monitor 
compliance and hold violators accountable. This points to the 
importance of the ability to attribute cyberattacks to the na-
tions that launch them and a collective capability to respond. 
 The accord would commit all signatories to 2 con-
cepts: to protect users and customers everywhere and to op-
pose attacks on innocent citizens and enterprises from any-
where. The agreement would add 2 pledges: to strengthen the 
technology ecosystem by working with users, customers and 
software developers to strengthen security protection in practi-
cal ways; and work more closely with each other to promote 
cybersecurity. Multi-stakeholder diplomacy brings govern-
ments, civil society, and tech companies together. One of the 
most successful recent initiatives was the International Cam-
paign to Ban Landmines in the 1990s. The group successfully 
reframed landmines into a humanitarian and moral issue rather 
than a purely military matter.  
 Trans-Atlantic negotiations that impact the privacy 
practices of American companies have become an economic 
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fact of life. The European approach can lead to mounting pres-
sure on China to confront an important crossroads regarding 
privacy. The General Data Protection Regulation (GDPR) 
requires companies to create new business processes that ena-
ble consumers to access their data--akin to a Magna Carta for 
data. Every new feature available for our use as a first party 
should be available for our customers’ use as a third party.  
 One key to long-term success for the tech sector is 
sustaining public trust on privacy issues. The political fallout 
from Three Mile Island stopped American nuclear power con-
struction in its tracks--it would take 34 years before construc-
tion of another nuclear power plant in the US. In March, 2018, 
the privacy equivalent of Three Mile Island arrived when the 
Cambridge Analytica controversy exploded. Facebook users 
learned that their personal data had been harvested by the po-
litical consulting firm supporting Trump’s presidential cam-
paign. The integrated nature of the global economy and the 
long reach of Europe’s privacy rules will create pressure even 
on countries like China to adopt strong privacy measures. 
 A significant portion of rural communities lack inter-
net speeds available in urban areas for over a decade. Broad-
band has become the electricity of the 21st century. It’s fun-
damental to the way people work, live, and learn. The highest 
unemployment rates in the country are often in counties with 
the lowest availability of broadband. Eighty new jobs are cre-
ated for every 1000 new broadband subscribers. TV white 
spaces (frequencies allocated to a broadcasting service unused 
locally) and other fixed wireless technologies will ultimately 
prove the best approach to reach approximately 80% of the 
underserved rural population. A country separated by broad-
band availability will remain more divided overall.  
 Every company in part is becoming a tech company. 
The same is true for governments and nonprofit groups. As a 
result, the people side of technology is becoming important for 
every slice of the economy. Microsoft Research (MSR) is one 
of the world’s largest organizations dedicated to basic re-
search. Its 1200 PhDs include 800 with computer science de-
grees. Think of it as one of the world’s best university com-
puter science departments multiplied by 10 in size--a modern-
day counterpart to what AT&T assembled at Bell Labs dec-
ades ago.  
 Never let a negotiation narrow to a single issue pro-
ducing only one winner, even if it means holding open some 
other topics on which agreement might seem within reach. 
Instead, broaden the discussion so that more issues are on the 
table. The biggest political challenge to immigration reform 
was the perceived threat it posed to opportunities for those 
born in the US. The biggest technology challenge for schools 
was not getting more computers into classrooms; it was equip-
ping teachers to put that technology to use. Jobs with more 

digital content pay better than jobs with less. Computer sci-
ence has become central to everything. Some new advances 
come from applying basic business practices that many other 
economic sectors have long embraced. Like basing some pay 
of senior executives on real progress in advancing diversity 
rather than simply talking about the problem. It’s not rocket 
science. It’s not even computer science. It’s mostly common 
sense.  
 Affordable housing is a growing problem around 
burgeoning engineering outposts for more than 80 companies 
based in the Silicon Valley. Collaboration revealed that the 
path to progress combined more capital with public policy 
initiatives like donating public lands, adjusting zoning re-
quirements, and making other changes to accelerate new con-
struction. The affordable housing issue underscores the inter-
connected nature of people issues relevant to the tech sector 
which needs to ask itself what more it will do to support the 
communities in which it lives.  
 Computers are becoming endowed with the ability to 
learn and make decisions, increasingly free from human inter-
vention. Three recent technological advances provide the 
launchpad that has let AI take flight: computing power, cloud 
computing, and the explosion of digital data. But it took a 4th 
element to make AI effective--the ability of a computer to 
reason and learn. A rule-based approach couldn’t scale to 
match the complexity of real-world problems. The alternative 
uses statistical methods for pattern recognition, prediction, and 
reasoning, in effect building systems through algorithms that 
learn from data. These have led to the expanded use of so-
called deep learning.  
 It’s difficult to build technology that serves the world 
without first building a team that reflects the diversity of the 
world. A more diverse group of researchers and engineers is 
more likely to recognize and think harder about bias problems 
that may impact them personally. Virtually every ethical ques-
tion for humanity was becoming an ethical question for com-
puting. We settled on 6 ethical principles for the field: fair-
ness, the bias problem; reliability; safety; privacy; security; 
and inclusive technology that addresses the needs of people 
with disabilities. Each of these rested on 2 other principles 
foundational to the others’ success: transparency to ensure 
that information about how AI systems were making decisions 
was public and understandable and accountability to ensure 
that computers remain accountable to people and the people 
who design them remain accountable to everyone else. We 
also concluded that broader governance processes are critical. 
Some regulation was essential. 
 There is a looming controversy regarding use of AI in 
military weapons. Military leaders around the world share one 
thing in common: Decision-making about war and peace 
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needs to be reserved for humans. A human should typically 
make the initial launch decision, but there isn’t time for them 
to approve each individual target. It is important that the world 
builds on existing ethical and human rights traditions. One 
can’t graduate from an American military academy without 
taking a course in ethics, but the same is not yet true for com-
puter science majors at many American universities.  
 I often remind people that no one elected us. It 
seemed odd and undemocratic to want tech companies to po-
lice the government. It seemed more sensible to ask an elected 
government to regulate companies than vice versa. The auto 
industry spent decades in the 20th century resisting calls for 
regulation, but today there is broad appreciation of the essen-
tial role that laws have played in ensuring ubiquitous seat 
belts, air bags, and greater fuel efficiency. The same is true for 
air safety, food, and pharmaceuticals. For facial recognition, 
the answer is for legislation to permit law enforcement agen-
cies to use it to engage in ongoing surveillance of specific 
individuals only when it obtains a court order. Our faces de-
serve the same protection as our phones.  
 Recent advances have enabled AI to understand hu-
man speech, recognize images, translate languages, and reach 
new conclusions based on an ability to discern patterns. In the 
middle of the 20th century, it was common to pay people to sit 
in and operate elevators in tall buildings. Today, that seems 
not just quaint, but anachronistic. By the middle of the 21st 
century, people may feel the same about drive-through win-
dows, a human taxi, or Uber driver. It seems inevitable that 
human interpreters will be at risk--similarly, the work of a 
paralegal or junior attorney doing legal research or radiolo-
gists. Jobs are a bundle of tasks. Some can be automated, 
while others cannot. We must all focus more on communi-
cating, as collaboration with others will remain fundamental in 
organizations large and small. We always overestimate the 
change that will occur in the next 2 years and underestimate 
the change in the next 10. 
 Technology tends to reach an inflection point, often 
involving the confluence of several different developments, 
i.e. the iPhone in 2007.  In a 1933, a report by the US Bureau 
of the Census suggested that the move from horses to cars was 
“one of the main contributing factors of the present economic 
situation” affecting the entire country. Census takers of the US 
didn’t just count the number of people living across the coun-
try, they also counted the number of horses. Every family in 
the US in 1870 was directly or indirectly dependent on the 
horse. Across the country, there was one horse for every 5 
people. Because a typical horse consumes 10 times as many 
daily calories as a person, many farmers depended on growing 
food for horses even more than for people.  

 The combination of cars, trucks, and farm machinery 
between 1920 and 1930 led to a sharp reduction in the nation’s 
horse population—from 19.8m documented in the 1920 cen-
sus to 13.5m a decade later. It was a decline of almost a third. 
As the horse population fell, so did demand for the food they 
ate, principally hay, outs, and corn. The obvious answer was 
for farmers to switch to growing crops desired by people in-
stead of horses. That is precisely what happened. Farmers took 
18m acres of land that had been devoted to horse feed and 
used it for the production of cotton, wheat, and tobacco. They 
flooded the market with these crops, depressing their prices. 
As prices fell, so did the income of farmers. The total revenue 
earned by farmers from the 3 crops fell from $4.9b in 1919 to 
only $857m in 1932. 
 There is a clear tension between a Chinese focus on 
public order and a Western commitment to human rights. 
There has emerged something of a home court advantage for 
IT leaders in each country. But the only way to succeed glob-
ally as a technology leader is to be respected globally. If the 
US and Chines governments each allege that the other coun-
try’s homegrown technology can’t’ be trusted, there’s a risk 
that the rest of the world will conclude that both are right and 
turn toward other sources. It’s in the economic self-interest of 
the world’s 2 technology leaders to keep most of their tech-
nology market open to others and set an example for the rest 
of the world to emulate.  
 Technology success usually requires success on a 
global scale. The ability to “blitzscale” quickly to global lead-
ership is fundamental. But it’s impossible to pursue global 
leadership if products can’t leave the US. Today each coun-
try’s understanding of the other is more limited than it should 
be and, in most respects, this limitation is the strongest in the 
US. The 80% of non-US and non-China population of the 
world depends on us thinking about more than our own inter-
ests. 
 AI naturally gravitates toward monopolies, but we 
need to democratize it and the data on which it relies. It will 
be hard for any country to corner the world’s market on data. 
People everywhere create data in some rough combination of 
their relative population size and economic activity. Data is 
“non-rivalrous” and can be used again and again. Dozens of 
organizations can draw insights and learning from the same 
data without detracting from its utility. We should make avail-
able free data sets to advance research in areas such as natural 
language processing and computer vision, as well as in the 
physical and social sciences.   
 Big questions need to be hammered out, such as the 
governance process of ownership among organizations in data 
as it grows and improves. Impediments hinder aggregation of 
data sets large enough to support machine learning. In the ear-
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ly days of Microsoft’s history, developers protected their 
source code as a trade secret, as did other organizations. But 
open source revolutionized the creation and use of software. 
Within Microsoft, our increasing use of open-source software 
led us to think through the technical, organizational, and legal 
challenges involved in creating it. The Trump and Clinton 
presidential campaigns offer a useful comparison. The Repub-
lican National Committee started late, but used open federated 
data sources and as many partners as possible. It created a 
much richer total data set than the initially superior Democrat-
ic National Committee closed system, which built their data 
operation from the ground up.  
 Other big questions need to be hammered out. One is 
concrete arrangements to protect privacy and access to aggre-
gated, de-identified data or enabling query-only access to a 
data set. With open-source software, standard open-source 
licenses emerged. We can expect similar efforts for data. We 
should make the effective use of data as accessible as electrici-
ty.  
 In contrast to prior technology eras and inventions 
such as the railroad, telephone, automobile, and television, 
digital technology has progressed for several decades with 
remarkably little regulation—or even self-regulation. Perhaps 
it’s time to address evolving challenges in a more assertively 
principled approach to our work, both internally and external-
ly. A commitment to regulate a company’s own conduct re-
quires leadership from the top to establish concrete polies, a 
governance structure, an accountability framework, and em-
ployee training to make this ethical commitment effective. 
There is much room for the tech sector to do more together. 
There has never been a national business or technology center 
as distant from a country’s capital as Silicon Valley is from 
Washington, DC. And perhaps more than any other technolo-
gy in history, its influence and geographical reach exceeds any 
single government.  
 The states could not, and the federal government 
would not, regulate railroads. The Supreme Court ruled in 
1886 that the federal government alone had this power. A new 
political dynamic broke the impasse, and the next year Con-
gress created the Interstate Commerce Commission to regulate 
railroads. The modern federal government was born. Railroads 
were America’s first big business, crossing state lines with 
thousands of miles of track, and they sparked a surge of regu-
lation and laws governing commerce, patents, property, and 
labor. 
 How can governments regulate a technology that is 
bigger than themselves? Governments will need to work to-
gether to address issues like surveillance reform, privacy pro-
tection, and cybersecurity. Six governments and 2 companies 
came together publicly to address WannaCry. A group of 34 

companies launched the tech accord, and an initial group of 51 
governments were part of the multi-stakeholder support of the 
Paris Call. The world has had arms control bans and limita-
tions in place since the latter 1800s. But it is easier for the rest 
of the world to respond effectively when an international norm 
or rule is in place.  
  
[Computer science has become central to everything. Deci-
sion-making about war and peace needs to be reserved for 
humans. The move from horses to cars was the main contrib-
uting factor to the Great Depression. The combination of cars, 
trucks, and farm machinery between 1920 and 1930 led to a 
sharp reduction in the nation’s horse population—from 19.8m 
documented in the 1920 census to 13.5m a decade later. Farm-
ers took 18m acres of land that had been devoted to horse feed 
and used it for the production of cotton, wheat, and tobacco. 
The total revenue earned by farmers from the 3 crops fell from 
$4.9b in 1919 to only $857m in 1932. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   


